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Disclaimer

The use of the MQTT/HTTP API function of the LinkTap gateway is considered as
user's secondary development or DIY actions. It requires a comprehensive
understanding of the device, including its principles and associated risks. LinkTap has
taken every measure to ensure the reliable operation of the gateway's MQTT/HTTP API
function. However, due to various real-world factors beyond our control (such as
network delays or interruptions, equipment malfunctions, battery quality issues,
misuse, defects in user-written or third-party scripts or programs, etc.), abnormalities
in the API function may occur, leading to unexpected device behavior. Use the LinkTap
MQTT/HTTP API functions at your own risk. LinkTap and its authorized agents are not
liable for any potential losses resulting from the use of the MQTT/HTTP API.
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1.LinkTap Gateway's Admin Page

By default, the LinkTap Gateway uses DHCP to obtain an IP address from a router or other DHCP

servers. After the Gateway is connected to the LinkTap server, its current IP address can be seen

from the LinkTap App.

( Gateway Details

Name © V4
Gateway

ID® FF22-9328-004B-1200-xxxx
MAC Address ® 02-4B-93-28-FF-22

IP Address ® 192.168.1.35

Require a username and password to
access the gateway's admin page

Status @ Connected
After the gateway operates normally, keep

the lights on for 1 minute, then automatically D
turn off the Link, Internet, and Synced lights.

. .
Local Time: (O V4

26/07/2024, Fri, 15:45

. £, g
Geolocation ® P4

Watering History Display ©

Display volume v

Open a browser, enter the gateway's IP address (e.g., 192.168.1.35), the gateway's admin page will

be displayed, as shown below.

<«

C M A Not secure

LiNKTAP

Model
Firmware version
1D

MQTT
connection status

MAC address
DHCP

IP address
Subnet mask
Default gateway
DNS Server1

DNS Server2

192.168.1.35

LinkTap Gateway

Device infomation
GW-02
(G06088224072616581_C0402012407231822

FF229328004B1200-xxxx

Disabled

Ethernet settings
02-4B-93-28-FF-22
If DHCP is enabled, "IP address","Subnet mask" and "Default gateway" will be ignored.
192.168.1.35
255.255.255.0
192.168.1.1
192.168.1.1

8888
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1.1.Ethernet Settings

MAC address: The gateway's MAC address, not editable. The MAC address can be used to
assign a static IP address to the gateway from your router's admin page.

DHCP is enabled by default. When the DHCP is enabled, the "IP address", "Subnet mask" and
"Default gateway" will be ignored.

If the user wants to assign a static IP address to the gateway without modifying the router or the
DHCP server, uncheck the DHCP, then set the "IP address", "Subnet mask" and "Default
gateway" fields. Make sure that the "IP address" is not in the DHCP address pool of the router or
DHCP server to avoid IP conflicts in the LAN.

Reset gateway to factory settings: If the gateway's admin page cannot be accessed due to
configuration errors or other reasons, also the gateway cannot connect to the LinkTap server,
user can then press and hold the reset button of the gateway after it has started (indicated by
Link LED turning to solid green) until Link, Internet and Sync LEDs flash green three times at the
same time. After that the gateway will automatically restart to restore the factory settings.

1.2.MQTT Client Settings

Function

Host type
Home Assistant
prefix

Broker address
Broker port
Client ID

User name
Password

Keep alive
interval

Uplink

Uplink reply
Downlink

Downlink reply

O Disable MQTT Client

O Used as a MQTT Client only
@ Used as a MQTT Client (Beta)
O Regular MQTT Broker

® Home Assistant
homeassistant

192.168.1.92
1883
FF229328004B1200

test

MQTT client settings

Submit

Any modification will only take effect after reboot.

Jyour/uplink/topic

MQTT topics

® All devices' status are grouped and published to one topic.

O Each device' status is published to a unique topic in the format of "Your_Uplink_Topic/Device ID"

Jyour/uplink_reply/topic
/your/downlink/topic

Jyour/downlink_replay/topic
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Function:
< Disable MQTT Client function.

The LinkTap gateway will become non-discoverable for MQTT server.
< Used as a MQTT Client only.

The LinkTap gateway will be disconnected from the LinkTap server.

You will NOT be able to control your LinkTap devices through the LinkTap app. This
means that users can only interact with the LinkTap devices through the gateway using
MQTT/HTTP APl commands locally.
< Used as a MQTT Client (Beta).

The LinkTap gateway also maintains a connection with the LinkTap server. You can still control
your LinkTap devices through the LinkTap app.

NOTE: When the "Used as an MQTT Client" option is selected, both a third-party MQTT
client and the LinkTap App can send commands to the gateway. However, as this feature is
still in its beta stage, the consistency of watering plans and other settings between the
MQTT client and the LinkTap App has not yet been fully resolved.

To avoid conflicts and unforeseen issues with water timer control, please refrain from using

a third-party MQTT client and the LinkTap App simultaneously to start/stop watering or

change watering modes.

Host type: The MQTT server type. The Host type determines the specific definition of the MQTT
topic and message (payload). When you select "Regular MQTT Broker", the messages between
the gateway and the MQTT Broker follow LinkTap's design, as explained in "3. Integrate with

Regular MQTT Broker". If you choose "Home Assistant", the messages are set up according to

the Home Assistant MQTT discovery format (https://www.home-

assistant.io/integrations/matt/#configuration-via-mqtt-discovery). You simply need to enter the

MQTT Broker's IP address, port, username, and password on the gateway, and LinkTap devices

will be automatically detected in Home Assistant. For more info, please refer to "2. Integrate with

Home Assistant".

Home Assistant prefix: The prefix of the Home Assistant. The default value is "homeassistant".
"Home Assistant prefix" is valid only when the "Host type" is "Home Assistant".

Broker address: The address of the MQTT broker. It can be an IP address or a domain name.
Broker port: The port number of the MQTT broker. The default value is 1883.

Client ID: The MQTT client's ID. You can set it as the gateway's ID for easy identification in
MQTT Broker.

User name: The username required to access the MQTT broker. If you're using Mosquitto as the
MQTT Broker on Home Assistant, then by default, the username is your Home Assistant account
username.

Password: The password required to access the MQTT broker. If you're using Mosquitto as the
MQTT Broker on Home Assistant, then by default, the password is your Home Assistant account
password.

Keep alive interval: The time (in seconds) that the MQTT client uses to maintain its connection

with the broker by sending messages. The gateway will instantly send the device status to the


https://www.home-assistant.io/integrations/mqtt/
https://www.home-assistant.io/integrations/mqtt/

LinkTap Gateway MQTT Client Integration V2.1

MQTT Broker when the device's status changes. If the status stays the same, the gateway will
periodically send the device status to the MQTT Broker based on the "keep alive interval."
® Uplink: It is a required field for the "Regular MQTT Broker". There are two options available for
configuring how to publish device status.
< (Default) All devices' status are grouped and published to one topic. The LinkTap Gateway
combines the status of multiple devices into one message that is less than the MTU (Max
transmission unit, the value is 1500 in the gateway) in length.
< (Optional) Each device' status is published to a unique topic in the format of
"Your_Uplink_Topic/Device ID".
® Uplink reply: Used for "Regular MQTT Broker".
® Downlink: Used for the "regular MQTT broker", as well as for providing MQTT topics to "Home
Assistant" to configure "X_total_duration", "X _volume_limit", and "X _failsafe_duration" (refer to
sections 2.5/2.6/2.7 for details).
® Download reply: Used for "Regular MQTT Broker".

1.3.Local HTTP API settings

Local HTTP API settings

Function (J Enable HTTP Client
Server URL http://Domain_Name_or_|P:Port/Path
Response Wrap the gateway's response in HTML

Refer to section "4. Integrate with HTTP API" for the functions corresponding to the following settings.

® Function: You can enable or disable the gateway's HTTP client. When enabled, the gateway will
send device status messages to the specified "Server URL" when the device status changes, or
the device status remains unchanged for more than 2 minutes.

® Server URL: The HTTP server that receives messages from the gateways HTTP client. Currently,
only HTTP plaintext transmission is supported, while HTTPS is not available yet.

® Response: Should the gateway's HTTP API response be wrapped in HTML tags?

1.4.Misc Settings

Misc settings

® Litre
Volume unit
O Gallon (1 Gallon = 3.785 Litres)

Decimal _ ® Point (e.g., 2.34)
separator (in
Home
Assistant Ul) O Comma (e.g., 2,34)
Persistent
v
volume_limit & Enable
Persistent
total_duration Enable
Failsafe
duration seconds
Enable mDNS e

responder
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® \olume unit: the water flow rate and volume values reported by the water timer in litres or gallons.

® Decimal separator: The configuration of decimal display in the Home Assistant Ul.

® Persistent volume_limit: Decide whether the "total duration" configured in Home Assistant should
be retained permanently or used as a one-time setting. For details, refer to section "2.5 Set

Watering Duration (value of sensor.X total duration entity)".

® Persistent total_duration: Decide whether the "volume_limit" configured in Home Assistant should
be retained permanently or used as a one-time setting. For related functions, refer to section "2.7

Set Watering Volume (value of sensor.X volume limit entity)".

® Enable mDNS responder: For gateway model GW-02 only, the gateway will respond to the
mDNS query if it is enabled.

1.5.Access settings

Access settings
[JEnable access control and use the following username and password
Username admin

Password e

You can enable access control on the gateway's management page, requiring a login before making
any configuration changes to prevent unauthorized access.

&« C m A Notsecure  192.168.1.35 ¥ 3

LiNkTAP

‘ Username ‘

Password ‘

Login

If you forget your username or password, you can either press the gateway's reset button for 3
seconds to restore factory settings or find them in the gateway Details section of the LinkTap App.

L ¢ Gateway Details
i e

Gateway

D @ FF22-9328-004B-1200-xxxx
MAC Address @ 02-4B-93-28-FF-22
IP Address @ 192.168.1.35

Require a username and password to access the
gateway's admin page.

Enabled

Current admin username: admin
Current admin password: admin
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2.Integrate with Home Assistant

2.1.Install Home Assistant

Please refer to https://www.home-assistant.io/installation for the Home Assistant installation.

2.2.Install MQTT Broker

2.2.1. After installing Home Assistant, log in to Home Assistant in your browser, click
"Settings" on the left sidebar, then navigate to "Add-ons"->"ADD-ON STORE", find "Mosquitto

broker" and click on it.

e

Add-on Store

Q, search

Official add-ons

*

G

«~ &

b

Assist Microphone
Use Assist with local microphone

Duck DNS
Free Dynamic DNS (DynDNS or DDNS)
service with Let's Encrypt support

MariaDB
A SQL database server

NGINX Home Assistant SSL proxy
An SSL/TLS proxy

Piper
Text-to-speech with Piper

VLC
Turn your device into a Media Player
with VLC

oT

CEC Scanner
Scan for HDMI CEC devices

File editor
Simple browser-based file editor for
Home Assistant

Matter Server
Matter WebSocket Server for Home
Assistant Matter support.

OpenThread Border Router
OpenThread Border Router add-on

RPC Shutdown
Shutdown Windows machines
remotely

Whisper
Speech-to-text with Whisper

2.2.2. Click "INSTALL" to start the installation.

Home Assistant <

Qverview

Map

Logbook

History

Mosquitto broker

Changelog

An Open Source MQTT broker.

Visit the Mos

Media Browser

RATING

Info Documentation

itto broker page for more details

deCONZ
Control a Zigbee network with
ConBee or RaspBee by Dresden

Let's Encrypt
Manage certificate from Let's Encrypt

Mosquitto broker
An Open Source MQTT broker

o

openWakeWord
openWakeWord using the Wyoming
protocol

Samba share
Expose Home Assistant folders with
SMB/CIFS

Z-Wave JS
Control a Z-Wave network with Home
Assistant Z-Wave JS

511
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2.2.3. When the installation is completed, make sure "Start on boot" and "Watchdog" are enabled,
then click "START" to start the MQTT broker.

il

B B8

Home Assistant

Overview

Map

Logbook

History

Media Browser

& Info Documentation Configuration Log

Mosquitto broker @

Current version: 5.1.1 (Changelog)

An Open Source MQTT broker.
Visit the Mosguitto broker page for more details

™, 5
3 -
s

L 3

Start on boot .
Make the add-on start during a system boot

Watchdog .
This will start the add-on if it crashes

START UNINSTALL

2.2.4. You should now be able to see the newly installed "Mosquitto broker" on the "Add-ons"

=

{0

orn
I

B @ 8

interface.

Home Assistant

Overview

Map

Energy

Loghook

History

Media

To-do lists

< Add-ons ©

Q, Search add-ons

Mosquitto broker
((f(f An Open Source MQTT broker

2.2.5. Click "Settings" on the left sidebar, then choose "Devices & services".

=< Home Assistant Settings (O

L Overview

B Map

& Energy
i= Logbook
m History
|l_, Media

E To-do lists

Developer tools

L © B

Settings

Home Assistant Cloud
Control home when away and integrate with Alexa and Google Assistant

Devices & services
Integrations, devices, entities, and helpers

Automations & scenes
Automations, scenes, scripts, and blueprints

Areas, labels & zones
Manage locations in and around your house

0006060

Add-ons

Run extra applications next to Home Assistant

Dashhoards

Organize how you interact with your home

» O

Voice assistants

10
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2.2.6. Find "MQTT", click "CONFIGURE", then enable "Enable discovery", click "SUBMIT".
The installation of MQTT broker is completed now. (If the "Enable discovery" option is not
shown, then just click "SUBMIT".)

= Home Assistant S Integrations Devices Entities Areas
BS  Overview Q, search integrations =
. -
i=  Logbook p @
a m

i A
M  History 6} Home Assistant Supervisor
|0 Media Browser MQTT Supervisor

1 service and 3 entities

RENAME CONFIGURE

CONFIGURE

MQTT Broker via Hass.io add-on X

Do you want to configure Home Assistant to connect to the MQTT broker provided
by the Hass.io add-on Mosquitto broker?

Enable discovery

SUBMIT

2.3.MQTT Client Settings for LinkTap Gateway

2.3.1. Enter your LinkTap Gateway's IP address in a browser from a computer to open your
gateway's admin page. Make sure the computer and your gateway are in the same LAN.
As an example shown below, enter your Home Assistant's IP address, user name, password

and the gateway's ID etc., then click "Submit".

MQTT client settings

O Disable MQTT Client

Function OUsed as a MQTT Client only
@® Used as a MQTT Client (Beta)
ORegular MQTT Broker

Host type

® Home Assistant

Home Assistant :
homeassistant

prefix
Broker address 192.168.1.92
Broker port 1883

7 Client ID FF229328004B1200
User name test
Password ~ seee
o |

Submit

11
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In order to send configuration parameters from Home Assistant to the gateway, you can set the

"downlink" topic in the MQTT topic here.

MQTT topics

Uplink @® All devices' status are grouped and published to one topic.

O Each device' status is published to a unique topic in the format of "Your_Uplink_Topic/Device_|ID"

Uplink reply

Downlink /homeassistant/config_from_ha

Downlink reply

Submit

Lastly, you need to click "Restart Gateway" for the changes to take effect.

2.3.2. After the gateway is rebooted, you should be able to see "devices" are added into the

"Mosquitto broker".(Note: The number of devices that are discovered depends on how many valves

your gateway is currently associated with.)

2.3.3.

orn
11

2 o &

Home Assistant & Integrations Devices Entities Helpers
Overview Q MQTT X =
Ma
’ \ MQTT >
al)
Energy
3 DEVICES
Logbook
History

Click "X DEVICES" to view the devices discovered by Home Assistant.

Home Assistant < Integrations Devices Entities Helpers :
Overview = Filters 2 e Q, Search 3 devices Groupby ~ Sort by Device o
Map . :
’[‘ Device Manufacturer Model Area Integration Battery
Energy o
"\ TapLinker_1 LinkTap D1-B/N = MQTT 40% n
Logbook
“
h TapLinker_2 LinkTap D1-B/N = MQTT 40% u
History
“
Media h TapLinker_E89A LinkTap TP-2BS/NS - MQTT 90% i
To-do lists

12
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Next, click on a LinkTap device, and you'll see the entities associated with that device.
<« TapLinker_E89A 4 Sensors
-
90% | R\ MQTT i EB9AE424004B1200_battery 90%
©® E89AE424004B1200_child_lock 0
Device info ]
:._9 E89AE424004B1200_failsafe_duration 10:00
TP-2BS/NS
by LinkTap \*\ E89AE424004B1200_is_flm_plugin Unplugged
E89AE424004B1200_is_manual_mode Off
N MmatT > o
E89AE424004B1200_is_rf_linked Connected
MQTT INFO
O EB9AE424004B1200_is_watering Off
::l) E89AE424004B1200_remain_duration 0
Controls ,
® E89AE424004B1200_signal 94%
& E89AE424004B1200_broken_alarm Disarmed (® EB9AE424004B1200_speed 0.0 L/min
“ E89AE424004B1200_cutoff_alarm Disarmed :—L) ES9AE424004B1200_total_duration 5-:00
m E89AE424004B1200_fall_alarm Disarmed () EB9YAE424004B1200_volume 00L
[  E89AE424004B1200_water_switch @)  EB9AE424004B1200_volume_limit 0.0L

ADD TO DASHBOARD

2.3.4. Entities of a LinkTap water timer

ADD TO DASHBOARD

The entities of the a LinkTap water timer are named in the format of "water timer ID__ entity name".

The "X" in the table represents the ID of the water timer.

Home Assistant Entity name Note
Component
switch X_water_switch Watering switch. NOTE: The switch operates in

"optimistic mode," meaning it updates its
status immediately upon receiving a command,
rather than waiting for confirmation from the
device. (Refer to https://www.home-

assistant.io/integrations/switch.mqtt/ for more

details.) As a result, do not rely on the state of
"X_water_switch" in Automations or Scripts to
determine the actual watering status of the
water timer. Instead, use the state of the

"X_is_watering" entity for accuracy.

binary_sensor

X_is_watering

Is water timer currently watering? NOTE: Use the
state of this entity in Automations or Scripts to
detect the actual watering status of the water

timer.

X_is_manual_mode

Is watering by press "Manual On/Off" button (on
Taplinker G1S/G2S/D1, Valvelinker V1-1Z/V1-
2ZIN1-42)?

13
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X is_rf_linked Water timer's connection status. "on" means the
water timer is connected to the gateway.

X_is_flm_plugin Flow meter's connection status. "on" means the
flow meter is connected.

X_child_lock Is child-lock of "Manual On/Off" button (on

Taplinker G1S/G2S/D1, Valvelinker V1-1Z/V1-
2Z/NN1-4Z) enabled?

sensor

X_total_duration

Total watering duration in seconds.

To prevent unexpected issues caused by
communication interruptions between the water
timer, the gateway, and Home Assistant during
watering, please ensure that a reasonable value
is set for this entity. For more details, refer to
"2.5.Set watering duration (value of

sensor.X total duration entity)" and "2.8.An

example of the combined use of

X total duration, X failsafe duration, and

X volume limit".

X _failsafe_duration

Configurable failsafe duration, in seconds. When
the "water_switch" is turned on, the failsafe
duration will be used as "total_duration". When it is
0, "total_duration" uses the default value on the
gateway.

To prevent unexpected issues caused by
communication interruptions between the water
timer, the gateway, and Home Assistant during
watering, please ensure that a reasonable value
is set for this entity. For more details, refer to
"2.6.Set failsafe watering duration(value of

sensor.X failsafe duration entity)" and "2.8.An

example of the combined use of

X total duration, X failsafe duration, and

X volume limit".

X_remain_duration

The remaining watering duration in seconds.

X_speed

Current flow rate (LPM).

X_volume

Accumulated volume (Litre).

X_volume_limit

The target volume for current watering cycle. Once
the "volume" reaches the "volume_limit", the
Taplinker will stop watering. When it is 0, the
watering process retains until "remain_duration"

runs out.
X_signal Percentage of signal strength of water timer
X_battery Percentage of remaining battery power of water

timer.

14
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alarm_control_panel

X fall_alarm

Alarm status:

--- Disarmed. The "TapLinker fall alert" (In LinkTap
App) is disabled.

---Arming. The "TapLinker fall alert" is enabled, but
not be triggered yet.

--- Triggered. The "TapLinker fall alert" is enabled,

and the water timer has fell from faucet.

X_broken_alarm

Alarm status:

--- Disarmed. The "Water shut-off failure alert" (In
LinkTap App) is disabled.

---Arming. The "Water shut-off failure alert" is
enabled, but not be triggered yet.

--- Triggered. The "Water shut-off failure alert" is
enabled, and the water timer was failed to shut-off.

X_cutoff_alarm

Alarm status:

--- Disarmed. The "Water cut-off or stop flowing
alert" (In LinkTap App) is disabled.

---Arming. The "Water cut-off or stop flowing alert"
is enabled, but not be triggered yet.

--- Triggered. The "Water cut-off or stop flowing
alert" is enabled, and "water cut-off" or "stop
flowing" situation has happened.

2.4.Test the valve switch function through the Switch entity

Now, you can find the "X _water_switch" entity from the associated devices and click on it to control

the water timer's valve to open or close.

It's important to note that there is a delay in the wireless interaction between the water timer and the

LinkTap Gateway, which affects the switch state of the Switch entity. Since the Switch entity operates

in optimistic mode, its status in Home Assistant may not accurately reflect the water timer's actual

state. The "X _is_watering" entity shows the true switch state of the water timer. When using Scripts

or Automations to control the water timer, refer to "X _is_watering" instead of "X_water_switch" to

determine its actual state.

15
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Controls

“ EB9AE424004B1200_broken_alarm Disarmed
“ E89AE424004B1200_cutoff_alarm Disarmed
“ EB9AE424004B1200_fall_alarm Disarmed

[;] EB9AE424004B1200_water_switch | )

Additionally, before using Scripts or Automations to control the water timer, it's essential to read and

understand the content in sections 2.5 and 2.6 below.

2.5.Set watering duration (value of sensor.X_total_duration entity)

By default, when a "water_switch (ON)" command is sent to the gateway from the HA (or from an
automation script) to start watering, the default "total_duration" used by the gateway is 86340
seconds. After Taplinker receives the command to start watering for "total_duration" seconds from the
HA, it will turn on the valve, then start counting down from "total_duration", and then periodically
report the countdown value to the HA as "remain_duration". When "remain_duration" turns to 0, the
Taplinker will automatically turn off the valve to stop watering. If needed, you can also send the
"water_switch (OFF)" command from the HA at any time to stop watering. On the other hand, you
can set a watering duration through "total_duration" entity before sending the "water_switch (ON)"
command. The watering device will then stop watering when the "total_duration" runs up.

To set the " total _duration”, you'll need to configure the "Downlink" section of an MQTT topic as
shown below.

MQTT topics

® All devices' status are grouped and published to one topic.

Uplink
O Each device' status is published to a unique topic in the format of
"Your_Uplink_Topic/Device ID"

Uplink reply

Downlink /homeassistant/config_from_ha

Downlink

reply

Submit

Any modification will only take effect after reboot.

Note: To avoid interaction issues between the gateway and HA, the prefix of your HA needs to be
used when filling the "Downlink" section of the MQTT topic. As shown below, the "Home Assistant
prefix" in our system is "homeassistant", therefore the "Downlink" section starts with

"/homeassistant/".

After the MQTT topic is set up, reboot the gateway for the settings to take effect.
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The format of the MQTT payload that sets "total_duration" is:
{"tag":"total_duration", "id":"YOUR_TAPLINKER ID", "value": DURATION IN_SECOND}

where "tag" is the name of the configuration, "id" is the ID of the Taplinker, "value" is the value to be
set to the configuration, in seconds here, with a minimum of 3 and a maximum of 86340.

Below is an example that the TapLinker (ID: E8B9AE424004B1200) is configured via the Mosquitto
broker from the HA.

First, Navigate to Settings > Integrations > MQTT > CONFIGURE.

=¢ Home Assistant & Integrations Devices
- Overview Q. MQTT
B Map ~
MQTT >
N
+ Energy
e 14 DEVICES
= Logbook
< MQTT

s MQTT Integration entries

Mosquitto broker

CONFIGURE
[0 14 devices > 14 devices and 238 entities
£y 238 entities >
ADD ENTRY
I\ Documentation A

Then, enter the topic and payload, click "PUBLISH".

MQTT settings

RE-CONFIGURE MQTT

Publish a packet

Topic QoS

/homeassistant/config_from_ha 0 h J) Retain

Allow template

Payload

1| {"tag":"total_duration", "id":"E89AE424004B1200", "value":608}

PUBLISH

17
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Once the configuration message is published successfully, the value of
"YOUR_TAPLINKER _ID _total_duration" will be updated accordingly.

) EB9AE424004B1200_signal 100%
) EBIAEA24004B1200_speed 0.0 L/min
{:k) E89AE424004B1200_total_duration 10:00
¢ EB9AE424004B1200_volume 00L

Please note that by default, once the "total duration" is set, it will be retained. This means that any

watering cycles you start using the "X_water_switch" will use this value until you change it again.

If you want the "total_duration" to reset to the default value after each watering, you can disable

"Persistent total_duration" on the gateway management page.

Misc settings

@ Litre
Volume unit
O Gallon (1 Gallon = 3.785 Litres)
Decimal @ Point (e.g., 2.34)
separator (in
Home

Assistant Ul) O Comma (e.g., 2,34)

Persistent

L
volume_limit & Enable
Persistent OEnable

total_duration

If the duration of your watering sessions might vary, you can use a script to first set the
"total_duration" and then turn on the "water_switch", for example:

alias: set_total_duration_then_start_watering
sequence:
- service: mqtt.publish
data:
topic: /nomeassistant/config_from_ha
payload: "{\"tag\":\"total_duration\",\"id\":\"E89AE424004B1200\",\"value\":123}"
- service: switch.turn_on
data: {}
target:
entity_id: switch. e89ae424004b1200_water_switch
mode: single
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2.6.Set failsafe watering duration(value of sensor.X failsafe_duration

entity)

/******************************

The "failsafe_duration" and "total _duration"” both control how long a watering cycle lasts. If both are

set (meaning neither is 0), the gateway will use the shorter of the two for the current cycle. However,

there are some differences between them:

total _duration

failsafe duration

Lifespan By default, the "total duration” is After set, the "failsafe _duration” will be
saved permanently once set. permanently stored in the gateway
However, it can be configured to be until the gateway is restored to factory
non-persistent, resetting to the default | settings.
value (86340) after each watering.

Coverage One message serves one Taplinker One message can serve either one
only. Taplinker or all Taplinkers under a

gateway.
When to use 1) When the watering duration needs | 1) When you want to set a maximum

to be changed frequently.

2) When you want to set a one-shot
watering duration that will not affect
any other settings.

watering duration for all Taplinkers
under a gateway.

2) The watering duration is relatively
fixed and will not change frequently.
Also you want it to be always effective

after being set.

******************************/

By default, when a "water_switch (ON)" command is sent to the gateway from the HA (or from

an automation script) to start watering, the default "total_duration" used by the gateway is

86340 seconds. Watering will not stop until the "remain_duration” on the TapLinker counts

down to zero or the TapLinker receives a "water_switch (OFF)" command from HA. If the

TapLinker is actively watering and the connection between Home Assistant, the gateway, and

the TapLinker is lost, the "water_switch (OFF)" command will not reach the TapLinker. This

can result in overwatering and potential losses.

To overcome the above issue, "failsafe_duration" is introduced. When the gateway receives the

"water_switch (ON)" command, it will use the "failsaft_duration" as the "total_duration". The

TapLinker will stop watering once the "failsaft_duration" is up.
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You can set the "failsafe_duration" by publishing content to the topic from the HA (or other MQTT

Clients subscribed to the topic). The content format for this topic is:
{"id":"Your_TapLinker_ID","duration": Integer_Value}, or {"duration": Integer_Value}

where "id" is the ID of your TapLinker, and "duration" is the value of "failsafe_duration" in seconds. If
"id" is omitted, then the "duration" will be applied for all TapLinkers, and all TapLinkers'

"failsafe_duration" previously set will be overridden.

When the gateway receives the content published by the topic, it will save the content. If there is no
change in "failsafe_duration" in the future, it will be used all the time, so users do not need to set it

before starting watering each time.

Below is an example that the TapLinker (ID: EB9AE424004B1200) is configured via the Mosquitto
broker from the HA. Enter the topic and payload, then click "PUBLISH". Once the gateway
successfully receives the message, it will publish a new value (e.g., 3600) to the entity named
"E89AE424004B1200_failsafe_duration" on the HA. Now if watering is started through
"E89AE424004B1200_ water_switch", the TapLinker will water for 3600 seconds.

Publish a packet

Topic

o

fh.omeassistant/config_from“ha 0 M ! Retain
Allow template
Payload

1| {"id":"E89AE424004B1208", "duration":3600}

PUBLISH
i E89AE424004B1200_battery 90%

E89AE424004B1200_child_lock 0

::L) EB9AE424004B1200_failsafe_duration 1:00:00
0 EB9AE424004B1200_is_flm_plugin Plugged in
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If you want to set a "failsafe_duration" for all water timers under the same gateway, just remove the

"id" field in the message, as shown in the image below:

Publish a packet

Topic QoS — .
/homeassistant/config_from_ha 0 v A Retain

Allow template

Payload

1| {"duration":3680}

PUBLISH

In addition, on the gateway management page under "Misc settings", there's a configuration option

that makes it easier to set the "failsafe_duration" for all water timers under the gateway, as shown

below:
Misc settings
@ Litre
Volume unit
© Gallon (1 Gallon = 3.785 Litres)
Decimal @ Point (e.g., 2.34)
separator (in
Home :
Assistant Ul) O Comma (e.g., 2,34)
Persistent
volume_limit e
Persistent Enable

total_duration

Failsafe
2 il ol 3600 seconds
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2.7.Set watering volume (value of sensor.X_volume_limit entity)
Apart from watering by duration, you can also water by volume. Before setting a volume limit for a

watering session, as in the Chapter 2.5, in the "MQTT topics" -> "Downlink" field of the gateway
admin page, you'll need to set a MQTT topic to receive the HA's configuration message. If a MQTT
topic has already been set when configuring the "total_duration", then there is no need to set this
topic again. The "watering volume limit", "watering duration", and possible future configuration will

share the same MQTT topic.

The format of the MQTT payload that sets "volume_limit" is:

{"tag":"volume_limit", "id":"YOUR_TAPLINKER_ID", "value":VOLUME_VALUE_IN_LITRE}
where "tag" is the name of the configuration, "id" is the ID of the Taplinker, "value" is the value to be
set to the configuration. For the "volume_limit", the unit of this value is liters. For example:

{"tag":"volume_limit", "id":"E89AE424004B1200", "value":3.79}

Publish a packet

/homeassistant/config_from_ha 0 v ) Retain

Allow template

Payload

1| {"tag":"volume_limit","id":"E89AE424ee4B1200","value":3.79}

PUBLISH

Once the configuration message is published successfully, the value of
"YOUR_TAPLINKER ID_volume_limit" will be updated accordingly.

i:k) E89AE424004B1200_total_duration 15
&) EB89AE424004B1200_volume 0.0L
¢) EB89AE424004B1200_volume_limit 3.79L

Please note that by default, once the "volume_limit" is set, it will be retained. This means that any

watering cycles you start using the "X_water_switch" will use this value until you change it again.

If you want the "volume_limit" to reset to the default value (0, which means no watering capacity limit)

after each watering, you can disable "Persistent volume_limit" on the gateway management page.
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Misc settings

® Litre
Volume unit
O Gallon (1 Gallon = 3.785 Litres)
Decimal @ Point (e.g., 2.34)
separator (in
Home =
Assistant Ul) © Comma (e.g., 2,34)
Persistent ,
volume_limit s
Persistent Enable

total_duration

If you want to change the water capacity of each your watering sessions, you can use a script to first

set the "volume_limit" and then turn on the "water_switch", for example:

alias: set_volume_limit_then_start watering
sequence:
- service: mqtt.publish
data:
topic: /nomeassistant/config_from_ha
payload: "{\"tag\":\"volume_Ilimit\",\"id\":\"E89AE424004B1200\" \"value\":3.79}"
- service: switch.turn_on
data: {}
target:
entity_id: switch. e89ae424004b1200_water_switch

mode: single
Note: If the flowmeter of your G2S/Valvelinker/D1 is not connected, or the "volume_limit" is

configured for the G1/G2/G1S that does not support flowmeter, the device will water for the duration

regardless of the volume.
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2.8. An example of the combined use of X_total duration,
X _failsafe_duration, and X_volume_limit

Let's say you have three water timers A/B/C under the same gateway. Timer A is for watering the
underground lawn sprinkler, Timer B is for drip irrigation on potted plants by the porch, and Timer C is
for refilling the swimming pool. Based on your experience, you usually water the lawn for no more
than 30 minutes, water the potted plants for 15 minutes and don't want to exceed 20 liters, and when
refilling the pool, you don't want to exceed 500 liters (assuming it's not possible to take more than 30

minutes to fill 500 liters).

So, you can:

1) Send {"duration":1800} to the "Downlink" topic, or set the Failsafe duration to 1800 in the gateway
management page to limit the maximum watering duration of all water timers to 1800 seconds (30
minutes);

2) Send {"tag":"total_duration","id":"ID_of water_timer_B","value":900} and
{"tag":"volume_Ilimit","id":"ID_of water_timer_B","value":20} to the "Downlink" topic separately, to
restrict Timer B's watering time and water capacity;

3) Send {"tag":"volume_limit","id":"ID_of water_timer_C","value":500} to the "Downlink" topic, limiting

Timer C's maximum watering capacity to 500 liters.

That way, when you separately turn on "X_water_switch" from Home Assistant:

1) Water timer A can water for up to 30 minutes and will automatically stop when the time is up, so
you don't have to worry about whether it'll get the stop message from Home Assistant;

2) Water timer B can water for up to 15 minutes, and will also automatically stop when the time is up
without needing the stop message from Home Assistant, but it might stop early if it reaches 20 liters
before the time is up;

3) Since you have set a global "failsafe_duration" of 1800 seconds, water timer C can also water for

up to 30 minutes, but it might stop early if it reaches 500 liters before the time is up.
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2.9.Create a script via Blueprint to control Taplinker's watering
As shown below, on the "Settings > Automations & Scenes > Blueprints" page, click the "IMPORT

BLUEPRINT" button, then enter the path of the blueprint named "taplinker_watering" on the pop-up
window:
https://github.com/jimlktwork/ha/blob/main/taplinker _watering.yaml

Import a blueprint x

You can import blueprints of other users from Github and the community forums.
Enter the URL of the blueprint below.

URL of the blueprint

PREVIEW BLUEPRINT

Click "PREVIEW BLUEPRINT" to view the description of the blueprint, then click "Import blueprint" to
import the blueprint.

Now you'll see the "taplinker_watering" in the Blueprints list. Next, as shown below, click "CREATE
SCRIPT" to start creating a script file through blueprint to control a Taplinker.

& Automations Scenes Scripts Blueprints 0
Q, search
’I\ Name Type File name
Confirmable Notification Script homeassistant/confirmable_notification.y... CREATE SCRIPT < _.'
Motion-activated Light Automation homeassistant/motion_light.yaml CREATE AUTOMATION < i
taplinker_watering Script linktap/taplinker_watering.yaml CREATE SCRIPT < i
Zone Notification Automation homeassistant/notify_leaving_zone.yaml CREATE AUTOMATION < i

DISCOVER MORE BLUEPRINTS
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On the following script build page, you just need to follow the prompts and select the three entities
"switch.”_water_switch" (* indicates your LinkTap device ID), "binary_sensor.*_is_watering" and
"binary_sensor.*_is_rf _linked", and set the taplinker's watering duration, then click "SAVE SCRIPT" to
complete the script creation process.

€ New Script :

Blueprint

Blueprint to use
taplinker_watering

A script that configures a TapLinker to water for the specified duration.

PLEASE NOTE: To prevent any communication issues between Home Assistant, the gateway, and Taplinker that might lead to
Taplinker not receiving the stop watering message in time—resulting in potential property damage—it's important to first set a
reasonable watering duration (sensor.X_total_duration) or failsafe duration (sensor.X_failsafe_duration) for your Taplinker. For more
details, check out the documentation in the relevant sections: “Set watering duration (value of sensor.X_total_duration entity)” and
“Set failsafe watering duration” (https:/www.link-tap.com/#!/mqtt-and-home-assistant).

Please ensure that the entities used in a script belong to the same Taplinker device.
The steps in this script are:
1. Check the Taplinker's RF connection status. If it is offline, then do nothing.

2. Check the Taplinker's watering status. If the Taplinker is already in a watering process when the script is started, the current
watering process will be stopped first to save watering records.

3. Turn on Taplinker's water switch and wait for the watering status to change to "on". If it fails, retry up to 3 times.
4. Once the watering status is on, the script hangs until the watering duration runs out.

5. After the watering time is up, if the Taplinker watering status is still "on”, turn off the water switch. If it fails, retry up to 3 times.

TapLinker Water Switch (switch.*_water_switch) Entity*
Switch for centrolling Taplinker's valve. TapLinker 990FE91D004B1200_water_switch X

Watering Duration

This is the duration (in seconds) for a single watering cycle with the

Taplinker. Please note that if you've already set the "sensor.X_total_duration” & 60 seconds
or "sensor.X_failsafe_duration”, this duration should not be greater than

those, otherwise, the actual watering time will be shorter than you expect.

TapLinker Watering Status (binary_sensor.*_is_watering)

Entity*
Use this entity's status in the script to determine if Taplinker is actually in TapLinker 990FE91D004B1200_is_watering X T
watering process. -
TapLinker RF Connection (binary_sensor.*_is_rf_linked) Entity* ”
Before toggling Taplinker, check if it's online. TapLinker 990FE91D004B1200_is_rf_linked

B savescripT
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As shown below, the newly created script will be listed in the "Scripts" page. You can then click the
triangle icon (on the left of the list) to execute the script and check if it behaves as expected.

& Automations Scenes Scripts Blueprints 0
Q, search =
\l’ Name Last triggered
> E YOUR_taplinker_watering_SCRIPT_NAME August 4, 2022, 6:31 PM @ {9 "

2.10. Track Taplinker water usage in the Energy dashboard

In the Taplinker entities provided by the LinkTap Gateway, the "X_volume" entity represents water
consumption during an active watering process. When a new watering cycle begins, its value resets
to 0, initiating a new water consumption count. The Home Assistant's Utility Meter can accumulate
data from specific sources, allowing us to monitor Taplinker water consumption.

First, navigate to Settings > Device & services > Helpers, then click on "CREATE HELPER" in the
bottom-right corner to create a Utility Meter helper entity.

Create helper

Template

Text

Threshold Sensor

Timer

Times of the Day Sensor

Toggle

Trend

Utility Meter
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During the "Add Utility Meter" process, you can give the meter an appropriate name based on your
needs. This name will be used as the entity name later on. Next, select the "X_volume" entity under a
specific Taplinker as your data source. For "Meter reset cycle", choose "No cycle". An important note:
make sure to enable "Periodically resetting".

Add Utility Meter X

Create a sensor which tracks consumption of various utilities (e.g., energy, gas,
water, heating) over a configured period of time, typically monthly. The utility meter
sensor optionally supports splitting the consumption by tariffs, in that case one
sensor for each tariff is created as well as a select entity to choose the current
tariff.

Name=*
water_consumption_of_a_taplinker

Input =ensor

50CA A923004B1200_volume

Meter reset cycle*

Mo cycle

Meter reset offset=

0

Offset the day of a monthly meter reset.

Supported tariffs*

& list of supported tariffs, leave empty if only & single tariff is needed.

Net consumption

Enable if the source is 8 net meter, meaning it can both increase and decrease.

Delta values

Enable if the source values are delta values since the last reading instead of absolute values.

Periodically resetting

Enable if the source may periodically reset 1o 0, for example at boot of the measuring device. If

disabled, new readings are directly recorded after data inavailability.

SUBMIT

After clicking "SUBMIT" to submit, the creation of the Utility Meter is complete.
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e Integrations Devices Entities Helpers
Q, search
/M Name Entity ID Type
EE] water_consumption_of_a_taplinker sensor.water_consumption_of_a_taplinker Utility Meter

At this point, you can go to the "Overview" interface in Home Assistant, click on the three-dot icon in
the upper right corner, then select "Edit Dashboard", and finally, click "ADD CARD" to add a display

card.
== Overview V4 Edit Dashboard
+ Energy
B Map

You can quickly locate the corresponding entity by using the name you set during the "Add Utility
Meter" process earlier.

¥

X Which card would you like to add to your "Home" view?

BY CARD BY ENTITY

O\ Search entities
sensor.water

= ’[\ Entity

water_consumption_of_a_taplinker
- \
sensor.water_consumption_of_a_taplinker

=<  Home Assistant myhome a G
!: Overview
[  water_consumption_of_a_taplinker oL
+ Energy
B Map
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After following the above steps, you have successfully achieved continuous accumulation of watering
volume for a specific Taplinker. If you wish to further track watering statistics on a daily, weekly,

monthly, and yearly basis, you can use Home Assistant's Energy dashboard.

Since the Energy dashboard tracks water consumption through a sensor with a "device_class" type

of "water", you will need to manually create such a sensor entity in Home Assistant's

"configuration.yaml".

To edit the "configuration.yaml" file, you can find and install "File editor" under "Settings > Add-ons".

=<  Home Assistant & Info Documentation
L Overview
. - .
= File editor o
4 Energy Changelag
_ @ @D EDED
Simple browser-based file editor for Home Assistant.
i= Logbook Visit the File editor page for more details
m History e
[*] Media
INSTALL
=< Home Assistant &= info Documentation Configuration Log
| H Overview
. . .
= File editor @
Current version: 5.6.0 (Changelog)
4 Energy S
o i OODETDTD
Simple browser-based file editor for Home Assistant.
= Loghook Visit the File editor page for more details
m History 9
\\ File editor
Start on boot
Malke the add-on start during a system boot
[*] Media
Watchdog
This will start the add-on if it crashes »
Auto update
Auto update the add-on when there is a new version available ‘
Show in sidebar
Add this add-on to your sidebar
START UNINSTALL
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Next, access the "File editor" from the sidebar, and then click the "Browse Filesystem" button to
locate the "configuration.yaml" file under the "/config/" directory.

=<  Home Assistant [} o X Q
L H Overview
=3 [=] gger pliatiorm v —

¥ Energy .
3 Map

* v
i= Logbook '
m History
'\ File editor

Afterward, at the end of the "configuration.yaml" file, enter content similar to the following.

template:
- sensor:
- name: "Front Yard TapLinker Water Total"
unique_id: "Front Yard TapLinker Water Total"
device_class: water
unit_of measurement: m?
state_class: total_increasing
state: >
{{ states('sensor.water_consumption_of_a_taplinker') |float / 1000 }}

Here, you can assign a name and unique_id that you find suitable for the sensor. It's important to
note that the "unit_of measurement" can be CCF, ft3, gal, L, m3, and you'll need to perform the
corresponding conversion in the "state" field. For example, if the "volume" unit configured on the
gateway management page is "Liter", then the corresponding "unit" for the previously added Utility
Meter "water_consumption_of a_taplinker" is also "Liter". However, this sensor uses "m*®" as the unit,
so you'll need to convert the value of the "water_consumption_of a_taplinker" entity to a float type
and divide it by 1000 in the "state" expression to convert "Liter" to "m?3".

After completing the editing, you should check the icon in the upper right corner to ensure that the

content you've entered is error-free. Once you've confirmed it's correct, click the red button to save
the file.
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Ingaerplattinms Jeonfig/configuration yaml o
Select trigger platform v
1
2 # Loads - default-set of-integrations. -Do-not remove.
Events 3  default_config:
4
* v 5 # Load frontend themes from. the themes folder
6~ frontend:
7 themes: !include_dir_merge_named themes
8
Search entity 9  automation: !linclude sutomations.yaml
¥ £ 1@ script: linclude scripts.yaml
water_consumption_of_a_taplinker (se 11  scene: !include scenes.yaml
12
13~ template:
Entities 14~ - sensar;
it 15~ - name: "Front Yard TaplLinker Water Total"
16 unigque_id: "Front Yard TaplLinker kater Total™
DOBE 3C27004B1200_battery (sen.. v 17 A ames v an e
18 unit_of_measurement: m?
19 state_class: total_increasing
Conditions 28 - state: > )
21 {{ states('sensor.water_consumption_of_a_taplinker') |float / 1828 }}
Select condition v 22
Services

alarm_control_panel.alarm_arm_a.. v

Afterward, you'll need to go to "Developer Tools" and click "CHECK CONFIGURATION" to verify your
configuration once more to ensure it won't prevent Home Assistant from starting properly.

=< Home Assistant Developer Tools
[ H Gvervicw YAML STATES SERVICES TEMPLATE EVENTS STATISTIC )
¥ Energy
B wmap
Check and Restart
= Logbook A basic validation of the configuration is automatically done before restarting. The basic
validation ensures the YAML configuration doesn't have errors which will prevent Home
ﬂ History Assistant or any integration from starting. It's also possible to only do the basic validation
check without restarting.
9, Fileeditor e F :
Configuration will not prevent Home Assistant from starting!
I3 Media
CHECK CONFIGURATION RESTART
YAML configuration reloading
Some parts of Home Assistant can reload without requiring a restart. Clicking one of the
options below will unload their current YAML configuration and load the new one.
Developer Tools ALL YAML CONFIGURATION

After confirming that the configuration is error-free, click on "RESTART" to restart the entire Home
Assistant and ensure that your configuration is reloaded and takes effect.

Restart Home Assistant

Quick reload
Load new YAML configurations without a restart

i c Restart Home Assistant
: Interrupts all running automations and scripts.

Advanced options
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Once Home Assistant has restarted, if everything is in order, you will be able to find the previously
created sensor entity with "device_class" type set to "water" under "Entities".

=< Home Assistant & Integrations Devices Entities Helpers

. Search entities
L H Overview Q Font X 24
* Energy I:‘ 4\ Name Entity ID Integration
B3 wap

|:| . Front Yard TapLinker Water Total sensor.front_yard_taplinker_water_total Template

i= Logbook
M  History

By now, you can use this entity as the data source for water consumption statistics in the Energy
dashboard.

& Water Consumption

Let Home Assistant monitor your water usage. More information on how to get started.

Water consumption

& Front Yard TapLinker Water Total VA |
é ADD WATER SOURCE

/~  Developer Tools (eo Individual devices

@ Setlings Tracking the energy usage of individual devices allows Home Assistant to break down your energy

= Home Assistant Energy September 14,2023 < > [ tooar |[ bAY | weex [montH| vear |[ compare para

== Overview .
Water consumption
1 Bty 1,000,000
900,000
B map i
800,000 |
= Logbook
700,000
e Ry 600,000 N
¥, Fileeditor ~ 500,000
400,000 a |
] Media
= 300,000
200,000 a [
100,000 H
0
12:00 AM 3:00 AM 6:00 AM 900 AM 12:00 FM 3:00 PM 600 PM 9:00 PM
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2.11. Taplinker's Fault Alerts on Home Assistant
The LinkTap water timer's fault alarm function on Home Assistant is implemented through the

alarm_control_panel platform. TapLinker fall alarm, water shut-off failure alarm, and water cut-off
alarm can be received on Home Assistant now. Those alarms can also be dismissed from Home
Assistant. Please note, enabling or disabling the alarms can only be done through the LinkTap mobile

app or web app at present.

Please note that when the LinkTap Gateway is rebooted, the state switching on alarm_control_panel
may be delayed due to the message interaction between TapLinker and the gateway, or between the

gateway and the LinkTap server.

Below shows an example. The "TapLinker fall alert" and "Water shut-off failure alert" are enabled
through the LinkTap app, and the "Water cut-off or stop flowing alert" is disabled. A fall alarm is

generated after the TapLinker falls.

< TapLinker_E89A G) O Gateway g C—}

Status © Connected TapLinker_E89A ~

Wireless Signal Level (O (-22 dBm) 100% IIIl. ooLpM | il B &

[View Signal Quality for the Past 14 Days ] . .
Our system just detected this

7 device has fallen off faucet! Please Dismiss
Battery Level © 0% check it immediately!
Location (© j
Instant Waterin :
Not specified 9 Create / Edit
( OFF ) C ON ) Watering Plans
Fault Alerts (0 Disclaimer Enabled )\
TapLinker fall alert C Interval mode activated

Next watering will occur tomorrow (21/08)
If the device falls off the faucet, an alert will be sent out.

@
Water shut-off failure alert O e
N
If the flow meter detects water flowing within' 45 sec v @ ,’ m

after the valve is closed, an alert will be sent out. Please
adjust this parameter only if necessary. Decreasing its value Watering every single day

may increase the likelihood of false alert. Started on 03/08 ECO 1

Water cut-off or stop flowing alert @ ‘g |"'_—*§1 8 C?
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Device info

TP-2BS/NS
by LinkTap

Ry

MQTT INFO

Controls

E89AE424004B1200_broken_alarm
WY EB9AE424004B1200_cutoff_alarm
‘)  EB9AE424004B1200_fall_alarm

Q E89AE424004B1200_water_switch

o« WMQTT

Arming
Disarmed
Triggered

After checking the fault, you can click "Disarm" to clear the alarm, and then the alarm_control_panel

status will automatically switch to "Arming".

X Taplinker_E89A-E424 E89A...

Triggered

21 minutes ago

I‘\
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3.Integrate with Regular MQTT Broker

3.1.System Diagram

Publish messages to

"Uplink" topic

v

Publish messages to "Uplink reply"

topic as responses to gateway Your or
e et <
. third-party
LinkTap MQTT MQTT
Gateway Broker Publish messages to
"Downlink” topic client
B e <

applications

Publish messages to "Downlink
reply" topic as responses to

applications

v

The gateway and the third-party application communicate through four MQTT topics, which must be
defined by the user on the gateway's web management page before the MQTT client function can be
used. The "Uplink" and "Downlink" topics are essential. We recommend setting up all four MQTT

topics.

Once the gateway connects to the MQTT broker, it regularly reports the device status via the "Uplink"
topic and subscribes to the "Uplink reply" and "Downlink" topics to receive message replies and
messages initiated by the third-party MQTT client. When the gateway receives a message initiated

by the third-party MQTT client, it responds through the "Downlink reply" topic.
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3.2.LinkTap Gateway MQTT Client Settings

MQTT client settings

As shown above,

Click "Submit" button to save the settings. Next, we need to configure the MQTT topics.

Function

Host type

Home
Assistant
prefix

Broker
address

Eroker port
Client ID
User name
Password

Keep alive
interval

Uplink
Uplink reply
Downlink

Downlink
reply

) Disable MQTT Client

O Used as a MQTT Client only

® Used as a MQTT Client (Beta)

® Regular MQTT Broker

O Home Assistant

homeassistant

192.168.124.15

1883
SF3CEGOT004E1200
fest

123458

120

Submit |

Any modification

Ninktap/up_cmd
flinktap/up_cmd_ack

Minktap/down_cmd

Ninktap/down_cmd_ack

will only take effect after reboot.

MQTT topics

"Host type": need to be "Regular MQTT Broker".
"Broker address": Required. The address of your MQTT broker.

"Broker port": Required. The port number of your MQTT broker.

"Client ID": Required. A unique ID to distinguish the MQTT Client. You can enter your LinkTap

Gateway's ID here.

"User name": The user's name required to access the MQTT broker.

"Password": The password required to access the MQTT broker.

"Keep alive interval": Depending on your network environment and the communication

requirements between the gateway and the Broker, it is recommended to set it in the range of
30~120 seconds.
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"Uplink topic": Required. The gateway will publish the status information of the gateway and its
associated terminal devices through this topic, and your application will subscribe to this topic to
receive the information published by the gateway. The content of this field needs to be defined
according to the hierarchical structure of your MQTT topic.

"Uplink reply topic": Optional. The gateway receives the processing result of your application
through this topic.

"Downlink topic": Required. The gateway subscribes to this topic to receive the downlink data to
configure the gateway and water timers. Your application publishes configuration information
through this topic.

"Downlink reply topic": Optional. The gateway publishes the processing results of the downlink
data through this topic. Your application receives the downlink data processing results through
this topic.
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3.3.LinkTap Gateway MQTT Messages Interaction

Please refer to "LinkTap Gateway MQTT Client Interaction Messages.pdf" for the message details.

The graph below shows how the gateway interacts with the application.

App interacted with LinkTap
Gateway

LinkTap Gateway

|

Connected with VIO TT |ttt ettt 0: Hello-
broker

B N 0: Helloback

Device not included in array?

Add device 1o LinkTap

S i b 1: Adddevices======c-ccoconcannann
Gateway

A\

Parallel tasks of LinkTap Gateway

Update end device status [ EE R 3: Update devics status=—===-==-==—-~ S

Update end device status
in App

Synchronize |k 13: Syncsystem time == === === - - ----o———— - E o

system time R B 13: Setsystem bime === === === - == -——— o — e

Execute watering
plan

------------------------------ §: Queryweather infommation == ===—====—=====—————————————}
B e il §: Updatewesther informatior == === == =====—------ e mmmm o
------------------------------ 9: Rain-skip-watering indicgtion=============c-ceeecee e ==

Respond to other
messages
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3.4.Example of the Interaction

If you don't have your own MQTT Broker, you can choose a public MQTT Broker server to quickly set
up a prototype to test. Here "test.mosquitto.org" is used in the example. In addition, we use the
MQTT client tool "MQTTX" to act as a third-party application.

3.4.1. Set Up MQTT Client
Set up MQTT client on LinkTap Gateway's admin page as shown below.

Note 1: When using "test. mosquitto.org”, please set random value for Client ID, and leave the

Username and Password fields blank.
Note 2: Don't forget to reboot gateway after submitting the changes.

MQTT client settings
O Disable MQTT Client
Function O Used as a MQTT Client only
@® Used as a MQTT Client (Beta)

® Regular MQTT Broker

Host type
O Home Assistant
Home
Assistant homeassistant
prefix
i test.mosquitto.or
address a0
Broker port 1883
Client ID FF229328004B1200
User name
Password
_Keep alive -
interval
Submit
Any modification will only take effect after reboot.
MQTT topics
llinktap/up_cmd
Uplink @ All devices' status are grouped and published to one topic.
O Each device' status is published to a unique topic in the format of "Your_Uplink_Topic/Device |D"
Uplink reply Minktap/up_cmd_ack
Downlink linktap/down_cmd
Downlink linktap/down_cmd_ack
reply
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3.4.2. MQTTX Receives Messages from the LinkTap Gateway
Following the gateway MQTT Client's settings, enter the corresponding MQTT Broker address and

port on MQTTX, then click "Connect" to connect to the MQTT Broker. After connection is established,

subscribe to the configured "Uplink" topic to receive the messages published by the gateway.

& marTx — (] X

File Edit View Window Help

Connections O < Back New Canhest ||
General
* Name I mosquitto_test_broker | ®©
* Client ID I mqttx_8d69ee7e | C
* Host | maqtt:// | | test.mosquitto.org |
*Port 1883 =
Username
Password
No Data
ssutis D
@ MarTx = O X

File Edit View Window Help

New Subscription

* Topic

Mlinktap/up cmd

Color

At most once #257427

Subscription Identifier

No Local Flag O false

Retain as Published Flag © false

Retain Handling

Cancel Confirm
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3.4.3. Sending Messages to and Receiving Responses from LinkTap Gateway via MQTTX
Subscribe to the configured "Downlink reply" topic to receive response messages from the gateway.
Then, following the message definitions in the "LinkTap Gateway MQTT Client Interaction
Messages.pdf', publish a message through the "Downlink" topic. After a while, if the message
successfully reaches the gateway, MQTTX will receive the gateway's response message.

@ mMarTx - (o) X

File | Edit View Window Help

I

] mosquitto_test broker Y @D ¢ o

> ‘ + New Subscription Plaintext All | Received  Published

d lock":0,"is manual mode":false,"is watering":false,"is final":false, "total duration":0,"remain duration":0

I /linktap/up_cmd

safe duration":0}]}

Topic: /linktap/down_cmd  QoS: 0
{
Temd®is6,

"FF229328004B1200",
"dev_id":"E89AE424004B1200",
"duration":60,

"volume": 0

JSON QoS 0 Retain Meta -

Ninktap/down_cmd
¢ «

":"FF229328004B1200",
_1d":"E89AEA24004B1200",
"duration": 60,

"volume”:0

3.5.Implementation of Third-Party Application
There are two ways to program and execute watering plan in third-party applications.

3.5.1. Program and execute watering plan within the application

In this implementation, the third-party application does not use CMD: 4 (refer to "LinkTap Gateway
MQTT Client Interaction Messages.pdf' for command details) to send the whole watering plan to the
gateway. Instead, the third-party application programs the watering plan, and also decides when to
start watering (through CMD: 6), when to stop watering (through CMD: 7), and when to skip watering
for rainy days.

3.5.2. Program watering plan within the application, and execute the plan in the gateway

In this implementation, the third-party application programs the watering plan, then sends the whole
plan to the gateway through CMD: 4. The gateway will then trigger watering based on the received
plan, regardless of whether the gateway has constant network connection with the application.
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4.Integrate with HTTP API

HTTP REQ with end-device’s status data————p>

LinkTap Third-party

App or

Gatewa
B Web server

A

HTTP REQ with commands

HTTP ACK with the gateway parsing res ult——————p>

When neither Internet access nor MQTT broker is available, third-party application can interact with
the gateway through HTTP commands. To do so, the user first needs to enable the "HTTP Client"
function and set a proper HTTP server address on the gateway's admin page. The format of the
HTTP server address should be http:/Your_Server_Domain_or_IP_address: Service_Port/Path.
Some examples are http://www.xxxxxx.com:80/a/b/c , http://192.168.1.101:8080/,
http://192.168.1.101 .

Local HTTP API settings

Function Enable HTTP Client
Server URL http://Domain_Name_or_IP:Port/Path
Response Wrap the gateway's response in HTML

4.1.Push data to server from the gateway

If the gateway's "HTTP Client" is enabled, after powering on and obtaining an IP address, the
gateway's HTTP client will automatically report the status of the LinkTap water timer to the HTTP
server specified by the "Server URL" via an HTTP POST request. The timing and frequency of the
reports are as follows:

® \When the water timer's status (watering status, signal strength, remaining battery, etc.) changes;
® \When the water timer's status remains unchanged, it will report every 2 minutes.

HTTP Header:
{
content-type: application/json; charset=UTF-8
host: Your_ HTTP_Server_Domain_or_IP:Service_Port
connection: keep-alive
content-length: N
}
HTTP Data:
{"dev_id":"aaaabbbbccccdddd",...... }
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The HTTP interaction message format between the gateway and third-party applications or web
servers is the same as the MQTT interaction messages from the gateway. For the detailed message
format, refer to CMD 3 in "LinkTap Gateway MQTT Client Interaction Messages.pdf".

4.2.Send Commands via HTTP to the gateway for end-device control
Third-party application can send commands to the gateway's URL via HTTP POST requests to
control the end devices. The gateway's URL is http://Your Gateway |IP_Address/api.shtml.

HTTP Header:

{

POST /api.shtml HTTP/1.1
Content-Type: application/json
Content-Length: 78

Host: 192.168.1.107

Connection: close

}

HTTP Data:
{"dev_id":"aaaabbbbccccdddd”,...... }

For the detailed message format, refer to message definitions in "LinkTap Gateway MQTT Client

Interaction Messages.pdf' where "Message direction” is "App->Broker->GW".

When the gateway receives the HTTP request, it will parse and process the JSON data of the HTTP
request, and then reply to the third-party application. By default, the gateway's response will be
wrapped in HTML tags, as shown below:

HTTP/1.0 200 OK

Server: LinkTap Gateway
Content-Type: text/html|

Expires: Fri, 10 Apr 2008 14:00:00 GMT
Pragma: no-cache

<html>
<head>
<title>api</title>
<meta name="robots" content="noindex">
</head>
<body>
<I--#RET-->{"cmd":x,"gw_id":"CCCCDDDDEEEEFFFF","ret":y}
</body>
</html>
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You can disable "Wrap the gateway's response in HTML" in the gateway's management page to have
the gateway respond directly with JSON data, as shown below:

Local HTTP API settings

Function Enable HTTP Client
Server URL http://Domain_Name or_|P:Port/Path
Response [J Wrap the gateway's response in HTML

HTTP/1.0 200 OK

Server: LinkTap Gateway

Content-Type: application/json
{"emd":x,"gw_id":"CCCCDDDDEEEEFFFF","ret":y}

For the JSON data format in the reply message, refer to "LinkTap Gateway MQTT Client Interaction
Messages.pdf".
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5.Zero Configuration Device Discovery

The LinkTap Gateway contains a mDNS Responder to respond to mDNS Query initiated by
third-party applications. In the local area network, if the device has enabled the mDNS (multicast
DNS) service, the devices will use the multicast address 224.0.0.251 to exchange information with
each other through port 5353. For more information about mDNS, please refer to:

Multicast DNS (http://www.multicastdns.org).

Below shows the LinkTap gateway's mDNS answer message content.

ITEM CONTENT REMARK
_services._dns-sd._udp.local type | _http._tcp.local

PTR

<service>.<proto>.local type PTR | LinkTapGw_XXX._http._tcp.local "XXX"
<name>.<service>.<proto>.local LinkTapGw_XXX.local represents the
type SRV gateway ID.
<name>.<service>.<proto>.local model: The model of the gateway.

type TXT ID: The gateway ID.

MAC: The ethernet MAC address of
the gateway.

IP: The IP address of the gateway.
admin_url: The URL of the gateway
configuration web site.

vendor: LinkTap.

version: The firmware version of the

gateway.

After the LinkTap Gateway obtains the IP address in the local area network, the user can view
gateway's information through an application with built-in mDNS service in the same local area

network. Below shows an example.

< ~http._tcp. Copy search Bonjour for HTTP (web)

LinkTapGw_EE3BE607004B1200

LinkTapGw_5F3CE607004B1200

LinkTapGw_EE3BEG07004B1200.local:80 http://LinkTapGw_5F3CE607004B1200.local.:80

192.168.124.2 LinkTapGw_EE3BE607004B1200
http://LinkTapGw_EE3BE607004B1200.local.:80

TXT RECORD
admin_url = http://192.168.124.2:80

ID = EESBE607004B1200
IP = 192.168.124.2

MAC = 02:4b:e6:07:ee:3b
model = GWO02

vendor = LinkTap

version = G0504282106271930C
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